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This paper argues that employers are dictating standards of online behaviour that
unduly restrict the ability of users to manage their imagined identities and audiences on
social media. Users carefully manage their personal and professional identities online
and offline in an effort to avoid blurring of these domains. They exercise some degree of
choice in segmenting or integrating their personal and professional domains. Whilst
much of the rhetoric around the management of identity in social media revolves around
autonomous choice in sharing practices and the affordances and process of platforms,
socially engaged employees have little control over the way they manage their personal
and professional boundaries. In fact, the social media policies adopted by some
organisations actively deprive users of autonomy in how they manage these domains.
By conducting a legal analysis of social media policies through the theoretical lens of
boundary theory, I argue that restrictive policies impede an employee’s ability to
manage their identities by collapsing boundaries which facilitate further blurring of
domains. These insights give rise to legal concerns about the enforceability of these
policies against employees.

Employees are legally bound to follow social media policies which exist as either
contractual terms within the employment contract or as directive guidelines in policies.1
Organisations typically implement social media policies that constrain employee
behaviour in an effort to minimise the firm’s legal and reputational risk. For example,
many policies adopt restrictive terms in attempts to limit breaches of privacy or claims of
bullying or discrimination amongst staff members.2 To avoid these risks, organisations
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often attempt to set the parameters for employee behaviour and expectations that are
consistent with the organisation’s culture whilst reflecting emerging societal norms.3 The
problem is, these organisational policies are inconsistent with societal norms. Some
policies state that employees must affiliate with their work via disclaimers on their
private social media accounts. The difficulty in requiring such a disclaimer is that it
restricts the user to presenting a professional self and places them within the context of
the commercial marketplace of work, even when the technology is used in private and in
social contexts. By regulating personal communications in this way, employers are
interfering with the ability of individuals to create their online identities in ways that
conflict with community expectations.4 These restrictive policies reflect expectations and
norms more conducive to the work environment,5 as opposed to one’s social
environment. By collapsing these boundaries, these legal policies have unintentional
consequences for employee autonomy.
I propose that online boundary management theory is a lens through which to enhance
user autonomy and inform better policy. Users manage their boundaries in the public or
semi-public online domain6 by balancing their roles and responsibilities of work and life
in their preference for keeping those domains separate or integrated.7 Users also
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undertake a self-assessment in how they wish to be perceived by their audience.8 The
outcome of this process preserves user autonomy in how they control and manage their
personal and professional domains.
Organisations that mandate employees present as their professional self in private
online networks remove the ability of employees to choose their preference for
integration or segmentation. These work disclaimers reflect a segmented approach that
portrays only the user’s professional self to the exclusion of all other selves. This is
problematic as employees are forced to segment audiences which not only restricts
their ability to manage their own boundaries, but requires employees to engage in
considerable ongoing effort and skill to avoid potential mismatches between their
personal beliefs and work norms.9Rather than hinder users’ boundary control and
consequent behaviour, employers should be helping employees with their boundary
management regarding online connections.10
This framing suggests an important shift in the legal regulation of employee behaviour
and the extent to which social media policies should be able to collapse these
boundaries. In mitigating for risk, employers will often have an incentive to over-reach
their legitimate areas of control. In order to promote autonomy, the law needs to be at
least skeptical, if not critical of these policies, and the threats they pose to personal
communication. Organisations constraining behaviour in this way to minimise legal and
reputational risk, potentially increases legal risk if its own policies are deemed unlawful.
In Australia, employees have a general legal obligation to obey directions contained
within the policy provided that the direction is not unlawful, is not unreasonable and falls
within the scope of the employment contract.11 In legal terms, this analysis suggests
that restrictive policies may not be enforceable. Through the insights of boundary
theory, I argue that policies that restrict the ability of users to manage their identities and
how they are perceived by their audience are unlikely to fit within the scope of the
employment relationship.
I conclude that organisations are exceeding the limits of their control over how
employees choose to manage their online identities. First, work disclaimers restrict the
ability of employees to manage their own boundaries. Second, restrictive social media
policies may not be legally enforceable against employees. I propose that one way to
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preserve autonomy is to remove work disclaimers from policies, or failing change, for
courts to render these restrictive policies unenforceable.

